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Abstract

The widespread dependence on digital systems and increased value of digital com-
merce in the metaverse boosted cyber vulnerability. The cybercrime will be more profit-
able than the global trade of all major illegal drugs combined, while Cybersecurity Ven-
tures expects global cybercrime costs to grow by 15 percent annually by 2025. Cybercrime
changed traditional money laundering methods which is difficult to detect since it could be
committed from anywhere in the world. The threat posed by cybercrime money launder-
ing methodologies has been aggravated by the Covid-19 pandemic.

To investigate cyber laundering the e-evidence are crucial, which is confirmed by
the EU Commission estimate that 85 percent of criminal investigations require electronic
evidence. Additional challenge for law enforcement authorities presents the fact that the
organised cybercrime is joining forces and their likelihood of detection and prosecution is
estimated to be 0.05 percent in the USA. Furthermore, the digital evidence is often held
by service providers as private companies based in another country, which causes many
obstacles to access to those data by investigative and law enforcement authorities.

The paper identifies impact of Covid-19 on cybercrime and increased risks of cyber
laundering. In relation to investigation and prosecution of cyber money laundering, the
paper analyzes challenges for investigative authorities to gather data and evidence in cyber
money laundering cases and efforts of EU and USA authorities to facilitate access to dig-
ital evidence and relevant data stored by service providers. The paper refers to possible
shortcomings of proposed instruments and need for efficient response and adaptation to
changes in the cybercrime.
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1. Introduction

The staggering advancement of information and communication technol-
ogies over the last few decades has significant impact on the society in different
forms and on number of areas ranging from communication and trade to educa-
tion and agriculture. Besides benefits, innovations in information and communi-
cation technologies and its application in the number of areas create opportuni-
ties for criminals to conduct crimes in the cyberspace (World Economic Forum,
2021, Chapter 2).

In 2015, cybercrime cost the global economy around $3 trillion (Cyberse-
curity Ventures, 2020) and it was estimated that in 2021 that figure increased to
$6 trillion (Morgan, 2020). According to Cybersecurity Ventures the cybercrime
will be more profitable than the global trade of all major illegal drugs combined.
Having in mind the relevance of the cybercrime and the threat it causes to func-
tioning of the states and business, it is clear that investigation of these crimes rep-
resents the high interest of the criminal justice. To conduct investigation of cyber-
crime the cross-border access to digital information is of paramount interest.
However, the organised cybercrime is joining forces and according to the World
Economic Forum their likelihood of detection and prosecution is estimated to be
0.05 percent in the USA (World Economic Forum, 2020, p. 63).

Cybercrime changed traditional money laundering methods which rely on
the banking system. Money laundering is a constantly changing criminal phe-
nomenon, with updated modus operandi and evolving business models (Savona,
2014, p. 1). According to several sources, money laundering is an offence that
has benefited most from the modern technologies (Souto, 2013, p. 266). Cyber
laundering could be committed by using different methods that involves vari-
ous types of transactions such as wire transfers, relies on use of various types of
transactions ranging from wire transfers, withdrawals to money mules and via
ATM, use of accounts opened with lost documents or fictitious companies, etc.
Electronic payment systems facilitate money laundering since it is more conven-
ient for moving high amount of money and due to speed of transactions difficult
to control property or freezing (Financial Action Task Force, 2010).

Cybercrime is not used only for laundering money gained through criminal
activities, it is also used for laundering of money obtained by cybercrimes. Modal-
ities to gain money by cybercrime differ from malicious malware and phishing to
account takeovers. Common for all methods of cybercrime is that offenders are
interested to quickly move the illicit funds to avoid confiscation.

According to the United Nations Office on Drugs and Crime (UNODC),
the three stages of traditional money laundering can be distinguished: placement,
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layering and integration (See more: United Nations, Money Laundering). How-
ever, if money originates from the cybercrime, the money laundering process
immediately jumps to the second stage - layering. The UNODC highlighted
three main ways of layering: moving funds within the financial system through
offshore accounts or anonymous shell accounts, moving funds into unregulated
financial e-cash systems such as electronic money or casinos and removing funds
from the financial system.

Development of new technologies put additional risks for combating cyber-
crime, since it provides almost complete anonymity to perpetrators seeking to
exploit this arena. In addition, the 59.5 percent of the world population are active
internet users (Worldwide digital population as of January 2021). Cybercrime is
difficult to detect due to the fact it could be committed from anywhere in the
world, relatively easy and without significant costs. For investigators it is difficult
to trace identities, while victims of cybercrime do not always want to disclose the
fact to investigative authorities. Development of cryptocurrencies, like bitcoin,
increased complexity of investigation of money laundering, since criminals start
to embrace bitcoin as a partner in their cash-out strategy (van Wegberg, Oerle-
mans & van Deventer, 2018, p. 420).

In the article the impact of modern technologies and Covid-19 on cyber
laundering will be analysed. Measures introduced during Covid-19 incentivised
people and business to increase use of modern technologies in daily operations,
which increased risk of cybercrime and cyber-attacks. Covid-19 has permanently
changed behaviour of both people and business, which will require transformation
of government and investigative bodies’ response to increased risk of cybercrime.
Due to the fact that cyber laundering often involves cross border evidence, the
challenges in gathering that evidence in the EU and USA will be elaborated. Fur-
thermore, the author will assess attempts of the national and international insti-
tutions (EU and USA) to facilitate access to e-evidence in cyber laundering cases.

2. Impact of Covid-19 on cyber laundering

The threat posed by cybercrime money laundering methodologies has
been exacerbated by the Covid-19 pandemic. The International Criminal Police
Organization (Interpol) issued a global threat assessment on crime and polic-
ing to its 194 member countries (The International Criminal Police Organiza-
tion, 2020). Furthermore, the Financial Action Task Force (FATF) highlighted an
expansion of money laundering originated from Covid-19-related crime, which
could include increased misuse of online financial services and virtual assets to
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move and conceal illicit funds; and possible corruption connected with govern-
mental stimulus funds or international financial assistance (Financial Action
Task Force, 2020).

Introduction of measures to prevent spread of Covid-19 virus in 2020 and
to some extend in 2021 influenced the behaviour of citizens and business. Both
groups increased online activities and e-commerce. Remote work, introduced
during Covid-19, and still in use to certain extent, requires the use of online
platforms and exchange of sensitive data. Value of the digital commerce in the
metaverse grows and it is estimated to be $800 billion by 2024 (World Economic
Forum, 2022). The increase of online financial activities and change of customer
behaviour enable criminals to target vulnerable individuals and institutions more
easily and take advantage of existing legal gaps.

To overcome challenges caused by measures imposed to prevent spread of
virus, such as social distancing and office closure, financial institutions intro-
duced remote onboarding and identity verification. The introduced changes cre-
ated loopholes for money launderers, especially at the beginning of the process
when financial institutions had not been fully prepared to remotely verify iden-
tity of customers and clients.

Prior to Covid-19 outbreak, cyber-attacks and money laundering viola-
tions exposed financial institutions to significant operational and reputational
risks. To ensure effective business operation during pandemic, financial insti-
tutions needed additional resources and transformation of some business pro-
cesses which decreased their capabilities to monitor suspicious transactions. Pub-
lic authorities were faced with similar problems. As consequence of all challenges,
many authorities are prioritising other sensitive areas and therefore postponing
anti-money laundering onsite inspections or relying only on off-site monitoring.
Some authorities were delaying anti-money laundering reporting and other reg-
ulatory requirements to decrease the pressure on the staff (Crisanto & Prenio,
2020, p. 4). Moreover, many countries reported an increase in cash withdrawals
during the Covid-19 outbreak (Report in the Financial Times). After stabilisation
of situation the cash will return which could provide cover for money laundering
activities) (Auer, Cornelli & Frost, 2020).

Pandemic specifically influenced using of money mules for money launder-
ing.! While technique of money mules has been used for a long time, Covid-19
lockdowns had an effect on the increase in the typology due to the fact that peo-
ple’s behaviour and daily routines were changed and most of the people worked
from their homes. Work from home increased the use of computers. Restriction
1

Money mules are individuals who wittingly or unwittingly help criminals launder money
through their individual and business checking accounts.
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of movement had as a result that people were spending more time online and were
exposed to ads and dubious schemes. Criminals reacted promptly to the change
of people’s behaviour, and they were looking for marks online of those unexpe-
rienced who can be persuaded to move criminal funds through their accounts.
Those schemes were used by criminal gangs to defraud the USA government out
of unemployment checks, tax refunds and other financial disbursements. Crim-
inals were using different methods to conduct frauds and apply for state assis-
tance, from stealing identities to purchasing synthetic identities and at the later
stage using money mules to move the money.

The recent Financial Crimes Enforcement Network (FinCEN) Advisory on
Imposter Scams and Money Mule Schemes Related to Coronavirus Disease 2019
(FIN-2020-A003) issued in July 2020 details some of typologies on money mule
schemes. Furthermore, the USA institutions issued warnings on different scams
and possible cyber-attacks on citizens and business (Federal Trade Commission
Business Blog, 2020; Federal Bureau of Investigation (FBI) Internet Crime Com-
pliant Center Public Service Announcement, 2020).

Furthermore, according to the SIRIUS EU Digital Evidence Situation Report,
pandemic led to longer delays in receiving responses from online service provid-
ers, which caused challenges for law enforcement and judicial authorities in the EU
(European Union Agency for Law Enforcement Cooperation, 2021, p. 6).

3. Evidence Gathering Challenges

For the collection of electronic evidence, the most relevant biding interna-
tional instrument is the Council of Europe Convention on Cybercrime (Budapest
Convention).’ The Budapest Convention is accompanied by assessment mechanism
established in the form of Cybercrime Convention Committee. Currently the Com-
mittee is focused on assessing access to electronic evidence on cloud servers by law
enforcement authorities. The aim of the Convention is to ensure that criminal law

Document is available at:
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2020-a003.

* Council of Europe, Convention on Cybercrime (EST No. 185). The Convention is supple-

mented by a First Additional Protocol covering the criminalization of acts of a racist and xeno-
phobic nature committed through computer systems (CETS 189) and a Second Additional Pro-
tocol on enhanced international cooperation and disclosure of electronic evidence (CEST 224).
Non-binding instrument is Council of Europe Recommendation No. R (89) 9 of the Committee
of Ministers to Member States on Computer-Related Crime, adopted on 13 September 1989 that
resulted in the approximation of national legislation regarding certain forms of computer-re-
lated crime elaborated by the European Committee on Crime Problems.
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is in line with technological developments that could lead to misuse of cyberspace
facilities and cause damage (Clough, 2014, p. 702). The main value of the Conven-
tion is contribution to the creation of common standards by providing the crim-
inalisation of a list of attacks against and by means of computer systems* and by
establishment of procedural law tools to make the investigation of cybercrime and
the securing of electronic evidence and international police. Furthermore, the Con-
vention enables international police and judicial cooperation on cybercrime and
e-evidence by providing legal framework for international cooperation.

The Budapest Convention on Cybercrime provides definitions of terms rel-
evant for cybercrime, like definition of the computer system, computer data, ser-
vice provider, and traffic data. According to Article 1 of the Convention, the com-
puter data means the representation of facts, information or concepts in a form
suitable for processing in a computer system (e.g., photo, video, sound, text), while
service provider means any public or private entity that provides to service users
the ability to communicate by means of a computer system and any other entity
that processes or stores computer data on behalf of such communication service
or users of such service.

For collection and analysis of data from computer systems, networks, wire-
less communication and storage devices in a way that is admissible as evidence in
a court of law, the digital forensics as a new discipline has been developed (Craiger,
2006, p. 720). According to Interpol, digital forensics is a discipline that combines
elements of the law and computer science that focuses on identifying, acquiring,
processing, analysing and reporting on data stored electronically (Interpol, Digi-
tal Forensics). Digital evidence is any information and data of value to an investi-
gation that is stored on, received or transmitted by an electronic device and could
be found on a computer hard drive, a mobile phone, internet etc. (National Insti-
tute of Justice, 2008, p. ix).

The main challenge for collection of digital evidence is that their content
and location can be easily and swiftly altered. In addition, one of the challenges
for gathering of digital evidence is the practice to conduct digital forensics by law
enforcement officers who are not digital forensic scientist (Adams et al., 2013,
p. 31). Additionally, most of the forensics labs are linked with law enforcement,
either through financial dependence on law enforcement or as institutional part
of the law enforcement agencies (Doyle, 2019, p. 7).

* The Budapest Convention covers crimes of illegal access, interference and interception of

data and system networks, and the criminal misuse of devices. In relation to offences conducted
by means of computer systems, the Budapest Convention regulated computer-related fraud, pro-
duction, distribution and transmission of child pornography and copyright offences.
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To overcome existing challenge that the investigators lack competence to
attribute, evaluate, interpret, and re-construct digital traces (van Baar et al., 2014,
p. S58), digital forensics is used in the investigation phase. However, use of digital
forensics raise questions of professional bias, protection of innocent defendants and
equality of arms in respect to digital forensics aid for the defence (Stoykova, 2021,
p.10). Investigation is a process that develops and tests hypotheses to answer ques-
tions about events that occurred (Carrier, 2004, p. 9), while digital forensic scien-
tists, evaluate facts to establish their probative strength (Pollitt ef al., 2019, p. 15).

Frequently, in investigation of cyber laundering cases there is a need for col-
laboration between digital forensics experts and forensic accountants with experi-
ence in analysing financial records and providing an accounting analysis suitable
to be used in legal proceedings. Forensic accounting is used in criminal investiga-
tions to trace funds, identify assets, recover assets, etc.

According to SANS Institute for information security training and security
certification (Braid, 2002, p. 3), law enforcement authorities and forensics should
follow specific rules in confiscation of digital evidence to ensure their admis-
sibility in the court. Digital evidence must be collected in line with legal pro-
cedure, related directly to the case, and unbiased, while method of extraction
should maintain integrity. Having in mind that digital evidence might be com-
plex, the law enforcement authorities should present them to a court in under-
standable manner.

According to the European Commission estimation from 2019, electronic evi-
dence is necessary in 85 percent of criminal investigations (European Commission,
2019, Recommendation for a Council Decision, Authorising the Opening of Negoti-
ations in View of an Agreement between the European Union and the United States
of America on Cross-Border Access to Electronic Evidence for Judicial Cooperation
in Criminal Matters). Additionally, in two thirds of these investigations there is a
need to obtain evidence from online service providers as private entities that have
seat in other country, which requires use of mutual legal assistance instruments to
access to evidence (European Commission, 2019, Recommendation for a Coun-
cil Decision, Authorising the Opening of Negotiations in View of an Agreement
between the European Union and the United States of America on Cross-Border
Access to Electronic Evidence for Judicial Cooperation in Criminal Matters). Elec-
tronic data must be handled with certain scientific procedures to maintain their
high probative value, since their legal assessment will lead a judge to reach a conclu-
sion in the case (Karagiannis & Vergidis, 2021, p. 186).

Nevertheless, permanent changes of information and communication tech-
nology require from state authorities and criminal justice system to constantly
revise and adapt their policies and standard operating procedures to strengthen
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the legal framework of a jurisdiction. One of the main challenges for legislators
and law enforcement agencies is access to service provider data, since the dif-
ferent jurisdictions are responsible based on different criteria, such as the loca-
tion of service provider’s headquarter, location of clients who access to services or
location of servers. The new payment technologies have influenced the increase
of abovementioned challenge, since they allow citizens and legal entities to con-
duct business between different countries and various legal systems (Filipkowski,
2008, p. 17). As a consequence of that globalization, if an offence occurs, several
jurisdictions have to be involved which requires the cooperation between dif-
ferent authorities from revenue services to judiciary. Although countries signed
many mutual legal assistance treaties, the complexity of cooperation influence on
investigation and prosecution of transnational crimes and creates it as one of the
most difficult tasks.

The increasing use of internet and transfer of data in digital form led inves-
tigation and prosecution authorities to rely on digital evidence. To ensure effi-
cient investigation and prosecution of cybercrime it is necessary to permit law
enforcement agencies cross-border access for gathering electronic data.

In the EU member states investigating and prosecuting authorities are rely-
ing on cross-border data and evidence in significant number of cases. EU instru-
ments of mutual legal assistance in criminal matters provide legal basis for judi-
cial cooperation and possibility to request needed information also in digital
form, from competent authorities of another EU Member States (Stefan, Gonza-
lez, 2018, p. 8). However, the available judicial cooperation and mutual assistance
instruments are too slow and complex for cybercrime cases (Tinoco-Pastrana,
2020, p. 46; Non-paper: Progress Report following the Conclusions of the Council
of the European Union on Improving Criminal Justice in Cyberspace, 2016, p.5).

Additional problem for cross-border cooperation in cybercrime is caused
by the fact that electronic evidence is held on servers owned by service providers
who are often foreign, non-EU companies. Majority of service providers are USA
legal entities (i.e. Google, Facebook, Microsoft, Apple). However, the location
of servers could be in the third country which contributes to further complex-
ity for law enforcement authorities. Also, territorially based mutual legal assis-
tance instruments are not applicable on cloud-based services (Krishnamurthy,
2016, p. 1). Furthermore, the jurisprudence and interpretation of access to foreign
searches differ among jurisdictions. Namely, USA Supreme Court judges are on
the position that USA courts do not have competence to issue warrants for foreign
searches (Daskal, 2015, p. 354). On contrary, the European Court of Justice rec-
ognised the right of European courts to order the search of service provider par-
ent company in the USA (Google Spain SL and Google Inc. v. Agencia Espafola
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de Proteccién de Datos (AEPD) and Mario Costeja Gonzalez, Case C-131/12,
ECLI:EU:C:2014:317, para. 43). Despite the decision of the European Court of Jus-
tice, there is no mechanism to oblige services providers to respond on requests of
law enforcement authorities. At the national level, the example of the court deci-
sion where the principle of territoriality was abandoned was delivered in Belgium
(Yahoo! Inc. v Belgium case, Hof van Cassatie of Belgium, Case P.13.2082.N.). The
tirst example is the case law of the Supreme Court of Belgium in case of Yahoo
in 2011, 2012 and 2015 and latter in case against Facebook (De Hert, Parlan &
Thumfart, 2018, p. 343). The court jurisprudence influenced on the legislation
and as consequence national legislation of Belgium, Germany and Austria was
amended to include provisions allowing remote evidence gathering through the
internet. (Warken, 2018, p. 227)

4. EU Cross Border Cooperation in Evidence Gathering

To overcome problem in evidence gathering the EU authorities prepare
proposals of the two legal instruments, Regulation and Directive (Proposal for
a Regulation of the European Parliament and of the Council on European Pro-
duction and Preservation Orders for electronic evidence in criminal matters
COM/2018/225 final 2018/0108 (COD); Proposal for a Directive of the European
Parliament and of the Council laying down harmonised rules on the appointment
of legal representatives for the purpose of gathering evidence in criminal pro-
ceedings COM/2018/226 final 2018/0107 (COD)), with the aim to establish leg-
islative framework that will permit direct communication between law enforce-
ment agencies and service providers from different EU Member States. Based on
the proposals the law enforcement authorities will be equipped to directly request
from service providers in another Member State to produce or preserve electronic
data (Tosza, 2020, p. 162). Implementation of proposed acts in the EU member
states would create new challenges for direct interconnection of investigating
and prosecuting authorities and private companies (Carrera, Mitsilegas & Ste-
fan, 2021, p. 26).

The European Production and Preservation Orders are designed to bring a
new dimension in mutual recognition. In comparison to other EU mutual recog-
nition instruments that ensure direct communication between state authorities,
the proposed instruments are focussed to empowering law enforcement actors to
request, access and share data held by service providers across borders. However,
both legal acts have been criticized for violation of human rights standards (Mati¢
Boskovi¢, 2021, pp. 132-135).
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As far as cross-border demands for electronic information involving EU
member states which are not part to the European Investigation Order Directive
(Directive 2014/41/EU of the European Parliament and of the Council of 3 April
2014 regarding the European Investigation Order in criminal matters, OJ L 130,
1 May 2014, pp. 1-36; Directive (EU) 2022/228 of the European Parliament and of
the Council of 16 February 2022 amending Directive 2014/41/EU, as regards its
alignment with Union rules on the protection of personal data, OJ L 39, 21 Febru-
ary 2022, pp. 1-3) such as Ireland or Denmark, or third countries (e.g., the USA or
Japan), EU Mutual Legal Assistance Treaties present framework for communica-
tion and establish rules for requesting, gathering, and exchanging data for crimi-
nal investigations and prosecutions.

As for transatlantic cooperation, the Agreement on Mutual Legal Assistance
(MLA) between the European Union and the United States of America (Agreement
on mutual legal assistance between the European Union and the United States of
America, O] L 181, 19 July 2003. pp. 34-42) has set conditions relating to the provi-
sion of mutual legal assistance in criminal matters between the EU and the US and
represents the framework agreement to their bilateral mutual legal assistance trea-
ties (Stefan & Gonzalez Fuster, 2018, p. 18). The aim of the Agreement is to enhance
cooperation between EU member states and the US as a complement to existing
bilateral mutual legal cooperation treaties with particular EU member states and to
amend some of their provisions, if they provide for less effective avenues of cooper-
ation (Council Decision 2009/820/CFSP of 23 October 2009 on the conclusion on
behalf of the European Union of the Agreement on extradition between the Euro-
pean Union and the United States of America and the Agreement on mutual legal
assistance between the European Union and the United States of America). In the
absence of such a treaty, the EU member states and USA undertake to ensure that
the agreement is applied and provides a suitable legal basis for cooperation.

The Agreement is setting framework that ensures compliance of the mutual
legal assistance request on access to electronic information with the legal and
procedural requirement of issuing and requested country (Carrera et al., 2015,
pp. 7-8). Gathering of electronic evidence by law enforcement agencies in USA
is regulated by the Electronic Communication Privacy Act (ECPA) and Stored
Communication Act (SCA). Furthermore, the Fourth Amendment sets the
default rule that any search and seizure without a warrant is unreasonable that
could be obtained upon a showing standard of probable cause (Swire, Hem-
mings, Vergnolle, 2016, p. 110). The ECPA and the SCA set different rules for dif-
ferent type of electronic evidence,” which cause challenges for EU investigating

> The ECPA and the SCA make distinction between following categories of evidence: basic

subscriber information; dialing, routing, addressing and signaling information; other metadata,
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authorities. For certain categories of evidence, the EU member state authorities
can submit request directly to the service provider, while other type of electronic
evidence are subject to the MLA process. The EU-US Agreement ensures that
rights of suspects and accused persons are protected in line with national legis-
lation and data protection standards, including the need to provide a court order
for qualifying categories of electronic evidence.

The EU investigating bodies may request stored non-content electronic
information directly from USA service providers. However, the SCA has complex
rules on voluntary disclosure of that type of electronic evidence. Basic subscriber
information is type of electronic evidence that is not protected under the Fourth
Amendment and service providers can voluntarily disclose this information to law
enforcement upon request. However, this ability to provide evidence voluntarily
has as a consequence lack of legal certainty, compared with mutual legal assistance
request which has to be compulsory executed. Although the cross-border requests
to access and gathered electronic data held by service providers have become a
common investigative practice in the EU, the Commission is on the position that
the high volume of request to access e-evidence under the MLA put whole system
under the strain and has shown its weakness. The MLA processes with the US on
average takes 10 months and is perceived too long for efficient investigation (Euro-
pean Commission, 2018; Proposal for a Directive of the European Parliament and
of the Council laying down harmonised rules on the appointment of legal repre-
sentatives for the purpose of gathering evidence in criminal proceedings, 2018, p.
9). Having in mind mentioned limitations of the MLA system, it is evident that
direct cooperation is not a fully satisfactory solution.

The transparency reports showed that number of EU Member States requests
to the main service providers has increased by 70% over the four-year period
(2013-2016). The two service providers were dominant, Google and Facebook
received more that 70 percent of total number of requests from the EU Member
States. However, the percentage of requests from the EU Member States answered
by service providers is relatively low and range from 46% in 2013 to 58% in 2016.
The limitation of transparency reports is that they include information on the
number of requests answered, which is not same as fulfilled.®

such as location information; the stored content of electronic communications and the real-time
content of electronic communications.

% According to the European Commission Impact Assessment, five main service providers are

Google, Facebook, Apple, Microsoft and Twitter. The EU Commission estimated that up to 90%
of current cross-border requests for non-content data are sent to these five providers, based on
their market share, (European Commission, 2018, pp. 16-17).
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While indicating that these requests “mostly” concern non-content data,
the European Commission in the 2018 Impact Assessment also noted how these
transparency reports suffered from important limitations. For example, the
reports did not distinguish whether reported requests came directly from the
member state in which they originated, or it came from the public authorities of
member state that was asked to cooperate with the one in which the request orig-
inated (European Commission, 2018, pp 16-17). As such, based on the informa-
tion provided by the transparency reports it is difficult to precisely quantify the
number of requests executed based on voluntary procedures.

A specific challenge arises when data collection measures are requested
directly from service providers subject to EU law but originating from non-EU
countries. According to the SCA, the US investigative and prosecuting authori-
ties can obtain a warrant requiring from US companies to produce data stored
abroad. The competence to order disclosure of data stored abroad is explained
that it is for the US company with control over the data to grant US authorities the
competence to require its production (Kyriakides, 2019, p. 100).

The US Government adopted the CLOUD Act (Clarifying Lawful Overseas
Use of Data (CLOUD Act), S. 2383, H.R. 4943) after the Microsoft Ireland case,
which challenged the competence of the US federal courts to issue warrants for
the search and seizure of data located outside the territory of the United States.
The aim of the CLOUD Act was to clarify that the SCA’s scope application extends
to data stored abroad.® The adoption of the CLOUD Act raised questions of com-
pliance with EU acquis, especially articles 48 and 49 of the EU General Data Pro-
tection Regulation (GDPR) (Regulation (EU) 2016/679 of the European Parlia-
ment and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation)).

To overcome challenges that could arise from different level of fundamental
rights protection in the EU and the US legal system, the EU-US Umbrella Agree-
ment was signed in 2016 (Agreement between the United States of America and
the European Union on the protection of personal information relating to the

7 The dispute questioned the lawfulness of extraterritorial assertion of US criminal jurisdic-

tion in light of standing (i.e. pre-CLOUD Act) domestic legislation. The US Department of Jus-
tice argued that its warrant authority under the SCA required US-based companies to turn over
the requested data, regardless of where the latter were stored.

PartIof the Act (section 103) now formally grants USA authorities the power, under USA law,

to order private companies to disclose the “content of a wire or electronic communication and
any record of other information” about a person, regardless of either the nationality of the latter
or the location of the data. Providers can also be ordered to preserve data in their possession for
up to 180 days prior to the issuance of any compulsory process.
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prevention, investigation, detection, and prosecution of criminal offences, O] L
336/3, 10 December 2016). The Umbrella Agreement puts in place a data protec-
tion framework for EU — US law enforcement cooperation, which is confirmed
in definition of its purpose in the Article 1 of the Agreement. The Agreement
applies to all personal data exchanged between the EU and the US for purpose
of prevention, investigation, detection and prosecution of criminal offences. The
Agreement also covers transfer by private companies in the territory of one party
to the competent authority of the other party (Stefan & Gonzales Fuster, 2019, p.
20). The Umbrella Agreement grants EU citizens the possibility to seek judicial
remedies before US courts if US authorities mistreat their data.

According to the Review of the EU-US MLA Agreement implementation
(Council of the European Union, 2016) the two problems are identified and affect
the process of obtaining electronic evidence from the US. The first one relates to
the non-enforcement of the requests due to the inadequacy and insufficient pres-
entation of probable cause. The second one relates to the fact that majority of the
service providers are located in the US, which has caused high volume of request
for electronic evidence to be submitted to the US (Daskal, 2016, p. 358).

The EU and US authorities are assessing possibilities for improvement of
cooperation under the existing MLA Agreement with the aim to strengthen
tight against crime and especially cybercrime and cyber laundering. Over the
time the EU and the US were introducing practical measures as specialised per-
sonnel including establishment of the European Judicial Cybercrime Network
(EJCN) in 2016 to foster contacts between practitioners specialised in cybercrime
and to increase the efficiency of investigations and prosecutions of cybercrime.
The EJCN is the body with which US Department of Justice liaise. Additionally,
national contact points and liaison officers are also practical solutions that could
contribute to better results in combating cybercrime. Complexity of procedures
could be overcome by simplification and streamlining of processes for requesting
and providing assistance as well as allocation of sufficient financial and human
resources for enforcement of received requests.

Exercising reciprocal judicial scrutiny over incoming law enforcement agen-
cies requests for data emerges as an essential requirement under EU law. The recip-
rocal judicial scrutiny ensures the protection of the subject whose data are requested
under the EU-US Agreement. Due to this protection the requests are being refused
for the reason: the failure to demonstrate probable cause, the absence of dual crimi-
nality, the failure to demonstrate a connection between the evidence sought and the
criminal conducted alleged, and on the basis of essential interests (Council of the
European Union, 2016a, p.7). Additionally, judicial scrutiny has a purpose to guar-
antee the EU citizens’ fundamental rights, both in the EU and US.
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5. Conclusions

Development of information and communication technologies affected on
development of cybercrime and specifically cybercrime laundering. The criminal
justice systems developed new legal instruments to adapt to new circumstances
and to the fact that majority of evidence are in the digital form. The Covid-19
pandemic and introduced social distancing measures, increased used of online
tools and platforms worsened situation and increased risks of cybercrimes, and
specifically cyber laundering.

The specific of the cyber laundering is cross-border element. Patchwork
enforcement mechanisms across the jurisdiction continue to hamper efforts to
control cybercrime. Within the EU, the member states could use the mutual rec-
ognition instruments to collect digital evidence. However, majority of service pro-
viders are US legal entities, so mutual recognition instruments are not applica-
ble. Cyber laundering and use of cryptocurrencies require immediate response of
law enforcement authorities, due to possibility to easily move assets and destroy
evidence. Requirement for efficient investigation and prosecution of cybercrimes,
including cyber laundering put authorities within the EU and US under the pres-
sure to enable law enforcement smooth access to data at the international level.

Collection of digital evidence in cyber laundering cases is challenging since
evidence is stored by service providers that might have headquarter in another
EU member state, or very often in the US since there is a headquarter of five main
service providers. Access to this electronic evidence and its gathering create dif-
ficulties for law enforcement agencies and criminal investigation authorities. The
EU Commission Impact assessment has identified that traditional mutual legal
assistance and mutual recognition instruments have limitations that affect effec-
tiveness of investigations.

The recent EU and US legislative initiatives have focused on ensuring of
the direct cross-border requests of the criminal justice authorities to service pro-
viders as private companies. The proposed Regulation on Production Order and
Preservation Order within the EU is criticized since they are not in line with EU
rule of law standards.

The analysis has shown that new cross-border data collection and evidence
gathering instruments are useful in practice only if they are in line with the
human rights protection standards.
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PRANJE NOVCA PUTEM VISOKOTEHNOLOSKOG KRIMINALA
I DIGITALNI DOKAZI

Sazetak

Siroka zavisnost od digitalnih sistema i pove¢ana vrednost digitalne trgo-
vine u metaverzumu povecali su sajber ranjivost. Sajber-kriminal ¢e biti profita-
bilniji od globalne trgovine svim glavnim ilegalnim drogama zajedno, dok Cyber-
security Ventures ocekuje da ¢e globalni troskovi sajber kriminala rasti za 15%
godisnje do 2025. godine. Sajber kriminal je promenio tradicionalne metode pra-
nja novca koje je tesko otkriti jer se isti moze pociniti bilo gde u svetu. Pretnja
koju predstavljaju metodologije pranja novca sajber kriminala pogorsana je usled
pandemije Covid-19.

Za istragu cyber laundering-a e-dokazi su klju¢ni, $to potvrduje i procena
Evropske komisije da 85% krivi¢nih istraga zahteva elektronske dokaze. Dodatni
izazov za istrazne organe za sprovodenje zakona predstavlja ¢injenica da organi-
zovani sajber kriminal postaje sve organizovaniji i da se verovatnoca otkrivanja
i krivi¢nog gonjenja procenjuje na 0,05% u SAD. Stavise, digitalne dokaze &esto
drze pruzaoci usluga - privatne kompanije sa sedistem u drugoj zemlji, $to uzro-
kuje mnoge prepreke pristupu tim podacima od strane istraznih organa.

U radu se identifikuje uticaj Covid-19 na sajber kriminal i povecani rizik od
cyber laundering (sajber pranja novca). U vezi sa istragom i procesuiranjem sajber
pranja novca, u radu se analiziraju izazovi istraznih organa da prikupe podatke
i dokaze u slucajevima sajber pranja novca i napore vlasti EU i SAD da olak-
$aju pristup digitalnim dokazima i relevantnim podacima koje ¢uvaju pruzaoci
usluga. Rad ukazuje na moguce nedostatke predlozenih instrumenata i potrebu
efikasnog reagovanja i prilagodavanja promenama u sajber kriminalu.

Kljucne reci: sajber pranje novca, medusobna pravna pomo¢, digitalni
dokazi, prikupljanje podataka, prekograni¢na saradnja.
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